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Executive Summary

The focus for this first year was on maintaining service by solving wide spread problems, defining the working model, and discovering and documenting all aspects of work and areas of support. Significant effort was spent on developing the Service Level Objectives (SLO) document that defined the scope, the working model, and the funding model. CNS was in catch-up mode for most of the year. Significant progress was made on underlying issues, and this will enable more project work to be completed in FY0910. IFAS has received greater than expected effort and value from CNS. The IFAS WAN is now being managed in a more professional and consistent manner with fewer groups and better coordination.
Scope
The overall size of the IFAS WAN networks was larger than either IFAS IT or CNS knew when this agreement was being arranged in early 2009. CNS remains committed to covering small amounts of growth within IFAS WAN, and this increase was reasonable and covered under the agreed upon $120,000 per year payment. Compromises were made to insure that all sites could be managed with a maximum 9-year life cycle replacement. 
Approach
CNS and IFAS IT agreed to a gradual hand off of responsibilities from July 2008 until mid-August. The working model evolved through extensive discussions with IFAS IT and via real world examples. This informed the SLO development. Much time was spent reviewing SLO issues. A request for IFAS Technicians to assist with discovering the extent of the network and devices that required CNS management was sent, but this was not completed. The SLO is ready for approval from the ITPAC and IFAS VPs, and then the discovery process will begin again to identify the areas of CNS’ responsibility.
Customer feedback was delivered primarily at twice monthly meetings with IFAS IT, but also via ICC meetings and direct contact on ongoing issues. A service provider / customer model was agreed upon. The initial focus was on replacing old routers, but was modified with customer feedback to also cover a few life cycle upgrades for complete sites. Priority setting remains a key point of coordination.
Routine Work
Problem Tickets

James

39

Other CNS
154

Total

193
Problem Ticket Response Goals

Dispatch - 96.8% passed, 3.2% failed. Usually 15 minutes.

In Progress – 97.9% passed, 2.1% failed. Usually 15 minutes.

Resolved – 84% passed, 16% failed. The resolved goal varies for urgent and routine problems. In every case, manual inspection revealed that the customer was served, and that the tickets failed due to improper handling and setting of the ticket status.

Analysis: Older T-1 Circuits remain troublesome and will be replaced as quickly as possible. Old routers also cause some problems and limit monitoring and troubleshooting, and they will be replaced as quickly as possible. The rate of problem tickets increased dramatically when automated monitoring was implemented, and that will continue. An extensive, manual audit of tickets will be conducted to help define priorities.
Request Tickets

James

28

Other CNS
29

Total

57

Projects listed below are also listed here as one or more requests.

Ticket Summary
IFAS reported that they had handled about 40-50 tickets in the prior year, and CNS worked on 250. Some issues were underreported in both cases, but CNS is making it a priority to get all routine work listed in tickets. The rate of problem tickets increased significantly when automated monitoring of VPN tunnels began on 6/2/2009. Many of these problems are recurring issues with power and/or circuits, and they are usually investigated and closed the next morning because they have recovered. 
Project Work
Transition of Management to CNS
There was a significant amount of initial work to assume functional management of the IFAS WAN networks. The existing router and site level documentation was identified, and found to be incomplete. Basic levels of communications, roles and methods of work were quickly setup. The SLO was developed including Layer 2 remediation planning (where no managed switch exists in the closet or in someone’s office). Budget priorities, a life cycle replacement strategy, cost model, and vendor selections were completed.
Network Documentation
Good network documentation is one of the keys to professional management:
· Extensive logical diagrams, circuit documentation (see General Circuit Projects below), and network device configurations and inventories were developed. 90% complete.
· Network diagrams are being added to the NS wiki system. 40% complete.
· Wiki page and access policy for IFAS Technicians. In progress.
Migration of FIRN Circuits 
The old FIRN network was transitioned this year to a new funding and circuit management model. The migration of these 6 sites were coordinated by CNS: 

· Citra (Circuit / Router). Circuit in progress

· Brooksville (Circuit / Router). Router and Secondary Circuit in Progress

· Hastings RDS Barn (Circuit / Router). Complete
· Marianna (Circuit / Router). Router and Secondary Circuit in Progress

· Jay (Circuit / Router). Router and Secondary Circuit in Progress

· Madison CEO (IP Addressing). In progress

· Brevard CEO (Cocoa) (Router / Circuit). Complete.
General Circuit Projects

Managing the extensive array of circuit options, providers, and types of use was a major challenge and area of focus:

· Significant initial effort was spent on identifying authentication credentials and circuit passwords and configurations. 

· CNS performed a Site Service inquiry and negotiated with carriers in each territory in Florida. CNS reviewed all WAN access technologies and offerings from each provider in each territory. 

· CNS collected billing information on most circuits as a baseline to inform circuit upgrade designs and funding decisions. IFAS IT and local Units pay circuit costs so this required interfacing with many entities. 
· CNS did substantial research on options to gain US Grant monies for circuit upgrades. IFAS decided not to apply for round one of funding, but may apply for rounds two and three.
· CNS coordinates circuit shopping and selection. This may be initiated in response to a customer inquiry, contract expiration, or service provider changes.

· RECs and CEOs pay their own voice costs and their bills provide a good summary. CNS investigated the possibility of bundling voice with data to save money. This worked for a specific case in Sumter County, but is too time consuming too be completed for all circuits in the first year. Voice and data bundles will always be considered when working on circuit upgrades.
· An alternative circuit design was developed to maximize the price / performance, reliability and ease of troubleshooting. This allowed the combined use of smaller point-to-point circuits for video conferencing (VC) and higher speed consumer grade circuits for Internet. This included a special Layer 3 Design Standard for routing between two circuits.

See the included IFAS REC circuits.xls document for an overview of REC circuit parameters including costs.

Monitoring 
All routers were entered into collections for automatic monitoring that includes:

· Network interface graphing for WAN circuits

· syslog event logging and splunk logging alerts
· Daily configuration archiving
· Flow data for traffic management
Most switches in RECs are monitored 24/7 for availability. All HP switches are being managed as before with HP Procurve manager. 
An audit was done to determine each end unit’s desire to participate in 24/7 monitoring and response, and the monitoring was set accordingly. Complete.

Develop Design Standards (DS)
Network Design Standards were developed for common deployments: current and previous generation Cisco switches and routers, Brocade (Foundry) switches, and UPS. This process included testing of features in the network lab. Provisional standards were developed for various wireless cases and for VoIP in FTL and Marianna. Some code upgrades were completed, but the emphasis was on replacing aging equipment. These standards insure a consistent approach that will pay off in reduced problems and confusion in the future.

Full Life Cycle Upgrades

These sites were upgraded with all new network gear:
· Ft. Lauderdale (Circuit / Router / LAN) Cisco switches plus local VoIP and wireless dormitory solution. This project presented extensive challenges and CNS received special thanks. Complete.
· Ft. Pierce (Circuit / Router). Complete.
· Belle Glade (Circuit Review / Router / LAN). In progress with IFAS IT and Facilities Operations.
· Balm REC (Router / LAN / APs). In progress.
Remedy Ticketing System Integration
CNS met with the UF Help Desk and IFAS IT to define a method of integrating the two separate ticket systems. This work is 80% complete and should be completed by Sept. 4.
Coordination on Video Conferencing Issues
CNS worked with UF VCS on policy, problems, requests and standards. This included significant work to define and resolve problems at Quincy. Discussions with VCS led to new integrated design standards which included static NAT.
Budget Summary
FTE Summary
James 


0.99 FTE

Other Network Engineers 
0.20 FTE
Documentation Team
0.11 FTE

CNS Management 

0.10 FTE
Total 



1.40 FTE

Funds Dedicated to IFAS WAN

$50,000 was budgeted, and $49,834.68 was spent. The rest is available as carry forward. In addition, $8,962.44 was loaned to IFAS for new construction at Belle Glade, and used equipment with a new value of $19,463.80 was gifted to IFAS.

	Site
	Description
	Cost

	DEPLOYED
	
	

	Bartow
	10 RBC32 UPS battery replacements
	$579.20

	Bay Cty CEO
	CISCO881, Foundry FWS624
	$1,012.77

	Belle Glade
	1 FES12GCF, 2 FWS648, 10 FWS624 (Foundry switches), 11 APC BR1300LCD UPS - life cycle upgrade part, expansion part for Belle Glade listed separately below.
	$10,849.55

	Brevard Cty CEO
	CISCO881
	$355.52

	Columbia
	CISCO881
	$355.52

	Duval
	RBC22 UPS battery replacement
	$161.54

	Ft Lauderdale
	10 2960s, 1 3560 (Cisco switches), 8 APC UPSs (cost reflects CNS's contribution)
	$8,269.27

	Ft Pierce
	Cisco 2960, 2 RBC5 UPS battery replacements
	$547.58

	Gulf Cty CEO
	RBC32 UPS battery replacement
	$57.77

	Lake Cty CEO
	CISCO881
	$355.52

	Live Oak
	APC SUA750RM2U UPS
	$361.33

	Manatee
	APC SUA750
	$257.13

	Okaloosa Cty CEO
	CISCO881
	$355.52

	Okeechobee Cty CEO
	APC BR1300LCD UPS
	$148.96

	Polk Cty CEO
	APC BR1300LCD UPS
	$149.34

	Ruskin Aqu Lab
	CISCO881, APC BR1300LCD UPS
	$504.48

	St Lucie
	RBC32 UPS battery replacement
	$57.77

	Tavares
	5 RBC32 UPS battery replacements
	$289.60

	
	
	

	PLANNED
	
	

	CEO Router Upgrades 
	12 CISCO881, 5 CISCO877
	$4,401.76

	Balm
	3 FWS624, 1 CISCO881, 4 APC BR1300LCD UPS
	$2,879.11

	Quincy
	6 FWS624, 5 FWS648, 5 APC BR1300LCD UPS
	$10,174.55

	Lab Spare
	FWS624, FWS648, FES12GCF, Polycom clients, webcam, SFPs
	$6,895.04

	Ft Pierce
	CISCO1811
	$815.85

	
	Total Spent from IFAS Funds 
	$49,834.68

	SPECIAL - LOAN
	
	

	Belle Glade
	Loan from CNS budget to fund new construction (network expansion). IFAS will reimburse. 
	$8,962.44

	
	
	

	USED CNS EQUIPMENT GIFTED TO IFAS
	

	CEO Router Upgrades 
	Five Cisco 877 
	$1,834.05

	Hague
	Five 2950C-24, one 1231 AP
	$7,208.00

	Marianna
	CISCO2620, 2924M
	$3,958.50

	Okaloosa Cty CEO
	1242 Access Point
	$623.00

	Ordway/ Swisher
	2924M
	$1,946.75

	Suwannee
	2924M
	$1,946.75

	Live Oak
	2924M
	$1,946.75

	
	Total Gift to IFAS
	$19,463.80


Plans for 2009-2010
· A complete network discovery and documentation project will be completed.

· A remediation (replacement) project for consumer grade network devices will be completed. Used Cisco switches will be made available at no cost to IFAS.

· A complete plan for IFAS REC circuits will be completed.

· Design standards will be finalized for all cases. The DS will continue to evolve, but all remaining design challenges will be addressed.
· Layer 1 (physical) standards will be established for IFAS WAN sites.
· A complete cost model will be developed to verify the expected life cycle.
· Most or all aging WAN routers will be replaced and external cable or DSL modems will be deployed. This will provide a better demarcation point and additional protection from lightning and other surges.
· A training program for IFAS Technicians will be developed and delivered. This will include development of software tool kits for laptops. CNS will also investigate a front end to present flow data.

